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Encryption and monitoring of digital images based on
plaintext related chaotic map and SHA-256 algorithm

Liu Xilin, Yan Guangle
(Business School, University of Shanghai for Science& Technology, Shanghai 200093, China)

Abstract: For the security problem of the spread of digital image and the digital image encryption from plaintext and too depend
on the chaotic systems, this paper proposes a digital image encryption and monitoring algorithm combined with plaintext-related
chaotic mapping and SHA-256. The algorithm uses the SHA-256 algorithm to calculate the hash value as record to monitor the
spread of digital image; Lorenz chaotic mapping generates the corresponding cryptogram by using forward diffusion, associated

plaintext scrambling and backward diffusion to encrypt the digital image. The results show that the algorithm can resist many
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attacks and achieve the security and concealment of image propagation.
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