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Abstract: In Attribute-Based Access Control (ABAC) , how to respond quickly to the retrieved access control request is very
important, and it is undoubtedly time-consuming to traverse all attribute values in each rule of the policy set until finding the
appropriate rule. Therefore, the paper proposes an ABAC retrieval method based on binary sequence, and uses binary
identification and binary coding to represent attribute based access control policies and access control requests. Through the
logical operation of binary identification, select the appropriate group. In the group, find the appropriate rules by matching
the binary code of access control request with the binary code of all rules, reduce the process of matching the attributes of
rules in the policy set with the attributes of access control request, and improve the efficiency of policy retrieval. In the
experiment, this paper compares the efficiency of similar retrieval methods from three aspects: strategy preprocessing, strategy
evaluation time and total strategy retrieval time. The results show that the strategy retrieval method proposed in this paper has
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higher retrieval efficiency.
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Fig. 1 Process of policy retrieval mechanism based on binary sequence
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Input: policy_set, AAR /X RMEAE A, BT R B A 45
il sRk*/

Output: Decision J*PIREEJx/

1. Begin

2. Step 1: Identify and encode attribute-based access
control requests.

3. Init(AAR.policy_groupbinary);

4. Init(AAR.policy_code); /* XU 0] 4% 1)1 3R 3k AR R AN
FEWE I A FEAT WG */

5. for (i1=0;i< AAR.size();i++) do

6. if (AAR[1]) exist then

7. AAR.policy_groupbinary.setposition(p)=1 /*3ijjlald%H]
T SRBEAT TR BRI/

8. end if

9. end for

10. for (j=0;j<AAR.policy_code.size();j++) do  /*Xiij
i) 428 1) SR FEAT i i/

11. if (AAR[j].attrvale) exit then

12. a=getposition(AAR[j].attrvale);

13. AAR.policycode.setposition(a)=1;

14. end if

15. end for

16. Step 2: Retrieve policy table.

/X AT SRR 2R/
(Group.[1].groupbinary&AAR.groupbinary)==

17. for (i=0;1i<Group.size;i++) do

18. if

Group[i].groupbinary) then

19. for(g=0;g<Group[i].size;g++) do

20. if (Group[i].ruleset[g]. policycode&AAR.policy_code

== (Group[i].ruleset[g].policycode)

21. then

22. decide();

23. end if

24, end if

25. end for
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